The Regulatory Impact of the Nigerian Data Protection Regulation (NDPR) on
Corporate Entities

by Fope Agbede

1.0 Introduction

In an era marked by exponential digital growth and increasing reliance on technology, data
has become the lifeblood of corporate operations. From customer preferences to financial
records, businesses worldwide are generating, processing, and storing enormous amounts of
personal and sensitive information. However, this growing dependency on data has also led to

rising concerns about data breaches, unauthorized usage, and privacy violations.

The Nigerian Data Protection Regulation (NDPR), introduced in 2019 by the National
Information Technology Development Agency (NITDA), is Nigeria’s attempt to address
these challenges. Often compared to the General Data Protection Regulation (GDPR) of the
European Union, the NDPR provides a framework to regulate the processing, control, and

security of personal data within the country.

This article explores the regulatory impact of the NDPR on corporate entities in Nigeria. It
examines the provisions of the regulation, the operational changes it demands, and its broader
implications for businesses operating in the country. While compliance poses challenges, the
NDPR also offers significant opportunities for companies to build trust, enhance reputation,

and align with global data protection standards.
2.0 The NDPR: Key Provisions

The Nigerian Data Protection Regulation (NDPR) is Nigeria's foundational framework for
safeguarding personal data and ensuring privacy rights. It applies to all organizations that
process personal data of Nigerian citizens and residents, regardless of whether such data is

processed within or outside Nigeria. Below are the critical provisions of the NDPR:
2.1 Data Processing Principles

The NDPR establishes core principles for data processing, including:



» Lawfulness, fairness, and transparency: Personal data must be processed in a lawful
and transparent manner, with data subjects informed of the purpose of processing.*

» Purpose limitation: Data should only be collected for specific, legitimate purposes and
not processed further in incompatible ways.?

» Data minimization: Only data strictly necessary for the intended purpose should be

collected.®
> Accuracy: Organizations must ensure that personal data is accurate and up-to-date.*
» Storage limitation: Data should not be kept longer than necessary for its intended

purpose.®

2.2 Rights of Data Subjects

The NDPR grants individuals several rights concerning their personal data, including:

>  The right to access their data and obtain information about its processing.®

>  The right to rectify inaccurate or incomplete data.’

>  The right to object to data processing, particularly for direct marketing purposes.®

> The right to request the deletion or erasure of their data (the "right to be forgotten") .°
2.3 Obligations for Corporate Entities

Corporate organizations have specific compliance responsibilities under the NDPR:

» Appointment of a Data Protection Officer (DPO): Organizations processing large
volumes of data are required to designate a DPO to oversee compliance.°

» Data Protection Audit: Companies must conduct annual data protection audits and
submit reports to NITDA.*

» Third-Party Processing Contracts: Organizations must ensure that third-party service
providers handling personal data comply with the NDPR.*2

» Consent Mechanism: Businesses must obtain explicit, informed consent from

individuals before processing their data.*®
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2.4 Penalties for Non-Compliance

The NDPR prescribes strict penalties for violations, including:

» A fine of 1% of the annual gross revenue or N2 million (whichever is greater) for data
controllers handling less than 10,000 data subjects.
» A fine of 2% of the annual gross revenue or 310 million (whichever is greater) for data

controllers handling more than 10,000 data subjects.™

2.5 Alignment with Global Standards

The NDPR mirrors global frameworks like the General Data Protection Regulation (GDPR),

enabling Nigerian businesses to align with international data protection requirements.*®
3.0 The Corporate Impact of the NDPR

The introduction of the Nigerian Data Protection Regulation (NDPR) has created significant
shifts in the way businesses operate in Nigeria. As companies navigate this new regulatory
landscape, the NDPR has become both a compliance challenge and a potential avenue for

competitive advantage. Below, we examine its multifaceted impact on corporate entities

3.1 Compliance Costs and Operational Adjustments

One of the most immediate effects of the NDPR on businesses is the financial and operational

cost of compliance. Organizations are required to:

» Conduct Data Audits: Regular data protection audits, mandated under NDPR Section
4.1(6), require businesses to assess their data processing activities, identify gaps, and
implement corrective actions. This often necessitates hiring external consultants or
allocating internal resources.*

» Appoint Data Protection Officers (DPOs): Companies processing large amounts of
data must designate or recruit a DPO to oversee compliance.® For many smaller
organizations, this represents an additional cost that can strain resources.

» Upgrade IT Infrastructure: Ensuring data security and minimizing breaches demand

investment in robust cybersecurity systems and staff training, as outlined in NDPR 2.6.

3.2 Increased Accountability and Transparency
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The NDPR promotes accountability by requiring businesses to adopt clear policies on how

they collect, store, and process personal data.

>

Consent Management: Companies must obtain explicit and informed consent before
processing personal data. This forces businesses to implement transparent mechanisms
for customer communication and record-keeping.?

Record of Processing Activities (ROPA): Many organizations are now required to
maintain detailed records of their data processing activities, improving accountability but

adding administrative burdens.*

3.3 Market Differentiation and Trust Building

While compliance can be seen as a burden, it also offers opportunities:

>

Competitive Edge: Businesses that demonstrate strong data protection practices often
gain a competitive advantage by earning customer trust.??

Global Partnerships: The NDPR’s alignment with the GDPR enables Nigerian
companies to engage with international partners who prioritize data privacy, thereby

expanding their global market reach.?

3.4 Challenges for SMEs and Startups

Small and medium-sized enterprises (SMEs) and startups often bear the brunt of the NDPR’s

compliance requirements. Unlike larger corporations, they may lack the financial and

technical resources to implement the necessary systems and processes.

>

Limited Awareness: A 2022 report by BusinessDay revealed that many SMEs are
unaware of their obligations under the NDPR, leading to inadvertent non-compliance.?*
High Compliance Costs: The cost of appointing a DPO, conducting audits, and

upgrading IT systems can be prohibitive for smaller entities.

3.5 Penalties and Litigation Risks

The NDPR’s enforcement mechanisms, including significant financial penalties for non-

compliance, have raised the stakes for corporate entities. For example:
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»  The first major enforcement case under the NDPR involved an online betting company
fined N5 million for failing to protect user data. This case, highlighted by NITDA in
2020, underscores the risks of neglecting compliance.?

» Class-action lawsuits are another potential consequence, as customers become more

aware of their data rights.

4.0 Challenges in Enforcing the NDPR

Despite its ambitious scope and the potential to enhance Nigeria's data protection framework,
the enforcement of the NDPR faces significant challenges. These issues undermine its

effectiveness and create barriers to achieving its goals.
»  Limited Awareness Among Stakeholders

A major hurdle to effective enforcement is the lack of awareness and understanding of the
NDPR among key stakeholders, including businesses, government agencies, and the general

public.

Many organizations remain unaware of their obligations under the regulation, leading to
widespread non-compliance. According to a 2022 survey by BusinessDay Nigeria, over 70%

of SMEs reported being unfamiliar with NDPR requirements.

Public awareness campaigns by NITDA have been sporadic, and there is limited engagement

with citizens on their rights to data protection.

» Inadequate Enforcement Resources

NITDA, the primary enforcement agency for the NDPR, faces significant resource
constraints;

¢ Human Resources: NITDA lacks the manpower to conduct regular audits or respond
to all reported violations. This limits its ability to ensure widespread compliance.?

o Technical Expertise: Effective enforcement requires advanced technical tools and
expertise, which are not always readily available.

e Funding: Insufficient funding has hindered NITDA’s capacity to expand its

enforcement activities and outreach programs.
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» Jurisdictional Conflicts and Overlaps

The NDPR operates within a broader legal and regulatory framework that sometimes creates

jurisdictional conflicts;

e Overlaps between NITDA and other regulatory bodies, such as the Nigerian
Communications Commission (NCC) and the Central Bank of Nigeria (CBN), have
caused confusion over enforcement roles.

o Certain sectors, such as financial services, already have stringent data protection
requirements under CBN regulations, leading to potential redundancies or
contradictions with the NDPR.?

> Limited Penalties and Deterrence

Although the NDPR prescribes penalties for non-compliance, the actual enforcement has been

limited.

e Many violations go unpunished due to challenges in detecting and proving breaches.
e When penalties are imposed, they are often seen as insufficient to deter large
corporations. For example, the fine of N5 million imposed on an online betting

company in 2020 was criticized as being too lenient for a company of its size.?
» Challenges in Litigation

Litigating data protection cases in Nigeria presents unique challenges:

e The legal framework for data protection is still evolving, leading to uncertainties in
court interpretations.
o Victims of data breaches often lack the financial resources or legal knowledge to

pursue cases, resulting in low litigation rates.?

> Cultural and Societal Attitudes

Cultural attitudes towards privacy also play a role in the enforcement challenges;

e Many Nigerians have a limited understanding of data privacy rights and may not
prioritize them in their interactions with businesses or government entities.
e In some cases, societal norms of distrust towards formal institutions discourage

individuals from reporting violations.*
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5. Recommendations for Enhancing NDPR Implementation

To address the challenges facing the enforcement of the NDPR and maximize its
potential to safeguard data privacy in Nigeria, several actionable steps can be taken.
These recommendations focus on strengthening enforcement mechanisms, fostering

public awareness, and enhancing institutional capacity.

» Strengthening NITDA’s Capacity

Empowering NITDA to enforce the NDPR more effectively is critical to its success. This can

be achieved through;

e Increased Funding: Allocating more budgetary resources to NITDA will enable it to
hire additional staff, acquire technical tools, and expand its outreach programs.™

e Training Programs: Continuous training for NITDA staff on advanced data
protection techniques and global best practices will enhance enforcement capabilities.

o Decentralized Operations: Establishing regional NITDA offices to ensure localized

enforcement and support for businesses, especially SMEs in remote areas.

» Collaboration with Other Regulators

Addressing jurisdictional conflicts and fostering cooperation between regulatory bodies can

enhance compliance across various sectors.

e Inter-Agency Coordination: NITDA should establish formal partnerships with the
NCC, CBN, and other relevant agencies to create a unified data protection framework.
e Sector-Specific Guidelines: Developing tailored guidelines for industries such as
banking, telecommunications, and e-commerce will address sector-specific data

protection challenges.

» Public Awareness and Education Campaigns

Raising awareness among businesses and individuals is essential to driving compliance and

promoting data privacy rights.
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o Educational Campaigns: Launch nationwide campaigns to educate citizens on their
rights under the NDPR and the importance of data protection. This can include
seminars, online content, and collaborations with civil society organizations.®

e Business Engagement: Host workshops and training sessions for SMEs and
corporate entities to help them understand their obligations and implement

compliance measures.
» Increasing Penalties and Enforcement Actions

To create a strong deterrent against non-compliance, enforcement mechanisms should be

more robust.

e Higher Fines: Review and increase penalty thresholds to ensure they are
proportionate to the size and revenue of the offending organization.
e Publicizing Violations: Publicly naming and shaming organizations that violate the

NDPR can encourage compliance and deter future breaches.
> Promoting Data Protection Literacy

Improving digital and data protection literacy will empower individuals to demand

compliance and report violations.

e Integration into Education: Incorporate data protection topics into school curricula
to create a culture of privacy awareness from an early age.
e Online Resources: Develop user-friendly resources, such as FAQs and guides, to

help individuals understand how to protect their personal data.>*

» Leveraging Technology for Compliance Monitoring

Utilizing technology to monitor and enforce compliance can enhance efficiency and reduce
human errors.
o Automated Monitoring Systems: Deploy Al-driven tools to identify and track
potential data breaches in real time.
e Compliance Portals: Develop online platforms where organizations can submit audit

reports, and individuals can report violations.

» Judicial Reforms to Support Litigation
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To encourage litigation and ensure justice in data protection cases:

e Specialized Courts: Consider creating specialized data protection tribunals to handle
cases efficiently.

o Legal Aid for Victims: Provide financial assistance or legal aid to victims of data
breaches to support their access to justice.

6.0 Conclusion

The Nigerian Data Protection Regulation (NDPR) represents a significant step toward
establishing a robust data protection framework in the country. It provides a foundation for
safeguarding personal information and aligning Nigeria with global data protection standards.
However, the challenges of awareness, enforcement, and institutional capacity have hindered

its full implementation and effectiveness.

As technology continues to evolve and the global reliance on data intensifies, the importance
of comprehensive data protection cannot be overstated. Addressing the enforcement gaps,
fostering public awareness, and enhancing institutional capacity will not only strengthen the

NDPR but also reinforce public trust in Nigeria’s digital ecosystem.

Furthermore, adopting innovative solutions such as leveraging technology, increasing
penalties for non-compliance, and supporting judicial reforms will help create an environment

where data privacy is respected and protected.

This article emphasizes that the NDPR's success is not just the responsibility of regulators like
NITDA, but a collective effort involving businesses, individuals, and the government. By
prioritizing data protection, Nigeria can position itself as a leader in digital rights and ensure

its citizens’ privacy is safeguarded in an increasingly interconnected world.
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